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Behavioral Utility-Based Distributed Detection
in the Presence of Byzantines

Ahsan Yousaf , Berkan Dulek , and Sinan Gezici

Abstract—In this work, we consider a distributed detection sys-
tem for a binary hypothesis testing problem with conditionally
independent observations at the local decision agents (DAs) that
are binary quantized and transmitted to a fusion center (FC).
Some of the DAs act as malicious attackers, called Byzantines,
with the intention of degrading the overall system performance.
Unlike classical distributed detection, the FC is modeled as a
human operator whose decisions reflect the nonlinear probability
distortions and asymmetric gain-loss valuations as characterized
by prospect theory. The FC employs a fixed fusion rule, while
Byzantine DAs choose their local decision rules to minimize the
FC’s behavioral utility and honest DAs choose theirs to maximize it.
This leads to a Stackelberg formulation in which the FC commits to
its fusion rule, the Byzantine nodes respond adversarially, and the
honest nodes optimize accordingly. The optimal Byzantine strategy
is shown to exist and characterized to be a randomization between
two single-threshold likelihood ratio-based decision rules.

Index Terms—Distributed detection, behavioral utility, likeli-
hood ratio test, prospect theory, Byzantine attacks.

I. INTRODUCTION

D ISTRIBUTED detection in sensor networks has been a
central topic in statistical signal processing, with a rich

body of literature establishing optimal strategies for local deci-
sion making and data fusion [1], [2], [3], [4]. A practical chal-
lenge that has received considerable attention in recent literature
is the presence of Byzantine sensors, namely compromised,
malicious, or unreliable sensing nodes that may falsify their
local decisions, intentionally or otherwise, thereby undermining
overall system performance [5], [6], [7], [8], [9], [10], [11]. For a
binary hypothesis testing setup, it has been shown that when the
fraction of Byzantine nodes, or decision agents (DAs), exceeds
a critical threshold, the detection scheme at the fusion center
(FC) can be rendered completely uninformative, in the sense
that the Kullback-Leibler divergence between the distributions
of the received data under the two hypotheses vanishes [5], [8].
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The strategic interaction between the FC and the adversary
has also been studied through a Stackelberg game formulation,
where the FC acts as the leader committing to a defensive
strategy and the Byzantines respond optimally [8]. Using the
notion of blinding probability, [7] showed that uniform falsifi-
cation can render the fusion center blind, although this requires
compromising a very large portion of the sensors. To counteract
this drawback, [9] instead analyzed the problem at the individual
sensor level and demonstrated that, when attackers possess local
output statistics and operate under symmetric falsification, an
optimal strategy exists that achieves blinding with minimal com-
promise probability. Recent work in [11] investigates dynamic
Byzantine attackers in reconfigurable intelligent surface (RIS)-
enhanced cooperative spectrum sensing, where attack strategies
are derived under both optimal and suboptimal fusion rules, with
all cases yielding identical optimal strategies such that in practice
no knowledge of the fusion rule is required.

Classical detection frameworks typically model the FC as
a rational decision maker operating under the Bayesian risk
criterion. However, when the FC is a human operator, em-
pirical evidence suggests that decisions systematically deviate
from this ideal, motivating the use of Prospect Theory (PT)
to account for cognitive biases such as probability distortion
and loss aversion [12], [13]. Common biases include the over-
weighting of small probability events and the underweighting
of large probability events [14]. Recent work has incorporated
these behavioral considerations into the distributed detection
setting under fully cooperative DAs [15], [16], [17], [18]. In
particular, [16] introduced a behavioral utility-based detection
criterion by incorporating key elements of PT to capture several
characteristic tendencies of human decision making. The opti-
mal solution for their M -ary hypothesis testing setup involved
randomization among likelihood-ratio quantizers. Combining
Byzantine attacks with behavioral detection is nontrivial be-
cause the prospect-theoretic objective differs from conventional
detection criteria.

In this letter, a subset of DAs minimizes the FC’s prospect-
theoretic utility, while the honest DAs maximize it under a
fixed fusion rule. In contrast to classical Byzantine models that
specify explicit bit-flipping and additional constraints to model
the Byzantine nodes [8], we adopt the following structure: the FC
employs a fixed fusion rule, while a subset of DAs act adversar-
ially by choosing their local decision rules to minimize the FC’s
behavioral utility. The remaining (honest) DAs choose their local
decision rules to maximize the FC’s behavioral utility. This yields
a min-max (Stackelberg) formulation over the local operating
points of the DAs under a fixed fusion rule where the Byzantine
nodes move first and the honest nodes move in response. We
establish existence of an optimal Byzantine strategy and show
that it can be implemented by randomizing between at most
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two single-threshold likelihood-ratio rules. Numerical examples
illustrate its performance impact.

II. PROBLEM FORMULATION

A. System Model and Behavioral Utility

Consider a distributed detection network consisting of N
sensors (local DAs) indexed by N � {1, . . . , N} and a single
FC. The local DAs observe a phenomenon of interest (POI)
modeled by a binary hypothesis testing problem with states H0

(null hypothesis) and H1 (alternative hypothesis), having prior
probabilities π0 and π1, respectively [1].

Then-th local DA observes a random variable Yn ∈ Yn. Con-
ditioned on Hj , local DAs’ observations Y � (Y1, Y2, . . . , YN )
are independent and their joint probability density function
(PDF) f(y | Hj) is given by

f(y | Hj) =

N∏
n=1

fn(yn | Hj), j ∈ {0, 1}, (1)

where fn(yn | Hj) denotes the PDF of Yn under Hj . The n-th
local DA observes Yn = yn and generates a binary message
Qn ∈ {0, 1} according to a (possibly randomized) local decision
rule, which is specified by a measurable function δn : Yn →
[0, 1] defined as

δn(yn) � Pr(Qn = 1 | Yn = yn). (2)

That is, having observed Yn = yn, the n-th local DA outputs
Qn = 1 with probability δn(yn) and Qn = 0 with probability
1− δn(yn). The local DAs transmit their binary messages,
denoted by Q = (Q1, . . . , QN ), to the FC over error-free chan-
nels. Then, the FC applies a (possibly randomized) fusion rule
δ0 : {0, 1}N → [0, 1]based on a given realization of the received
message vector, represented by q = (q1, . . . , qN ), and produces
the final decision by selectingH1 (i.e.,Q0 = 1) with probability
δ0(q) and H0 (i.e., Q0 = 0) with probability 1− δ0(q). In this
work, the fusion rule δ0 is assumed fixed, and the strategic
interaction concerns only the local decision rules.

The FC is modeled as a human decision maker whose overall
performance is measured by the following behavioral utility-
based criterion [16]:

U =

1∑
i=0

1∑
j=0

w(πj Pr(Q0 = i | Hj)) v(ui,j), (3)

where ui,j is the outcome utility of decidingHi whenHj is true,
w(·) is the probability weighting function, and v(·) is the value
function computed as follows:

w(p) =
pθ

(pθ + (1− p)θ)
1/θ

, θ > 0, (4)

v(u) =

{
uτ , u ≥ 0,

−β(−u)τ , u < 0,
τ ∈ (0, 1], β > 0. (5)

Here, θ, τ , and β model probability distortion, diminishing
sensitivity, and loss aversion, respectively [13]; they are fixed
user-specific parameters.

B. Adversarial Min-Max Problem Formulation

A subset of the DAs is honest and cooperative, whereas
the complementary subset is Byzantine, i.e., adversarial. It is
assumed that all DAs possess full knowledge of the underlying

observation model, the prior probabilities, and the fixed fusion
rule employed by the FC. Honest and Byzantine DAs cooperate
within themselves but differ in their objectives. Let

NH ⊆ N denote the set of honest DAs, (6)

B � N \ NH denote the set of Byzantine DAs, (7)

with |B| = B. Unlike formulations that parameterize Byzantine
behavior through explicit falsification or bit-flipping [9], we
model Byzantine behavior directly through the choice of local
decision rules: Byzantine DAs select {δn}n∈B to minimize the
behavioral utilityU , while honest DAs select {δn}n∈NH

to maxi-
mizeU , under the fixed fusion rule δ0. LetδNH

� {δn}n∈NH
and

δB � {δn}n∈B. We define the resulting utility under the fixed
fusion rule as U(δNH

, δB). Let Δn denote the admissible class
of (possibly randomized) binary decision rules at DA n. In the
Stackelberg (attacker-first) min-max formulation, the Byzantine
DAs move first:

V � min
δB∈ΔB

max
δNH

∈ΔNH

U(δNH
, δB), (8)

where ΔNH
and ΔB denote the admissible sets of local decision

rules for honest and Byzantine DAs, respectively. A Stackelberg
solution is any pair (δ�B, δ

�
NH

) satisfying [19]

δ�B ∈ arg min
δB∈ΔB

max
δNH

∈ΔNH

U(δNH
, δB), (9)

δ�NH
∈ arg max

δNH
∈ΔNH

U(δNH
, δ�B). (10)

III. PROBLEM GEOMETRY AND OPTIMAL BYZANTINE

STRATEGY

A. Local Decision Rules and Achievable Operating Points

For each DA n ∈ N , we define its pairwise operating point
as

pn(δn) �
[
P

(n)
FA

P
(n)
D

]
=

[
Pr(Qn = 1 | H0)

Pr(Qn = 1 | H1)

]
. (11)

Under conditional independence, the distribution of Q (the vec-
tor of all DAs’ binary messages) under each hypothesis depends
on the local decision rules {δn}Nn=1 only through the pairwise
probabilities {(P (n)

FA , P
(n)
D )}Nn=1. Hence, for a fixed fusion rule

δ0, optimizing over decision rules is equivalent to optimizing
over the corresponding set of achievable operating points [16].
The set of achievable operating points for the n-th DA is

Pn � {pn(δn) : δn ∈ Δn} ⊂ [0, 1]2, (12)

whereΔn denotes the admissible class of (possibly randomized)
binary decision rules at the n-th DA. The set Pn is compact
and convex [16, Lemma 1]. Consequently, any finite Cartesian
product of these sets is compact and convex [20].

Under binary hypotheses and binary decisions at the local
DAs, Pn in (12) can be viewed as the compact convex set lying
between the ROC curve of Neyman-Pearson (NP) rule and that of
the “flipped” NP (FNP) rule. Let the likelihood ratio be defined
as L(yn) � fn(yn | H1)/fn(yn | H0). Then, for a target false-
alarm level αn ∈ [0, 1], a (possibly randomized) NP rule of size
αn is given by

δNP
n (yn) =

⎧⎨
⎩
1, L(yn) > ηn,

ρn, L(yn) = ηn,

0, L(yn) < ηn,

(13)
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where ηn ≥ 0 and ρn ∈ [0, 1] are chosen so that P (n)
FA (δNP

n ) =
αn [21]. A (possibly randomized) FNP rule of the same size αn

is expressed as

δFNP
n (yn) =

⎧⎨
⎩
1, L(yn) < ζn,

γn, L(yn) = ζn,

0, L(yn) > ζn,

(14)

where ζn ≥ 0 andγn ∈ [0, 1] are chosen to satisfyP (n)
FA (δFNP

n ) =
αn [16, Lemma 2]. Moreover, interior points can be achieved
via randomization. In particular, to traverse the interior, each DA
randomizes between at most two single-threshold likelihood-
ratio quantizers: one NP rule and one FNP rule operating at the
same false-alarm probability [16]. Hence, any interior operating
point on the vertical line segment between the corresponding
ROC boundary points can be achieved by

δn = λnδ
NP
n + (1− λn)δ

FNP
n , λn ∈ [0, 1], (15)

and the induced pairwise probabilities satisfy pn(δn) = λnpn

(δNP
n ) + (1− λn)pn(δ

FNP
n ). The randomization/time-sharing

operation governed by the parameter λn can be realized as
follows. For a given observation yn, the n-th local DA randomly
selects the αn-level NP detector with probability λn or the
αn-level FNP detector with probability 1− λn. Alternatively,
for a distributed detection task spanning T time units, the NP
detector is employed for a period of duration λnT and the FNP
detector is used in the remaining time. The values of λn and αn

in (15) are unique for any given feasible operating point in Pn.

B. Existence and Characterization of the Optimal Byzantine
Strategy

For a given fusion rule δ0, we define the product achievable
sets as

PNH
�
∏

n∈NH

Pn, PB �
∏
n∈B

Pn. (16)

For notational convenience, we also define the corresponding
vectors of honest and Byzantine DAs’ operating points, respec-
tively, as

pNH
� (pn)n∈NH

∈ PNH
, pB � (pn)n∈B ∈ PB. (17)

Under conditional independence, Pr(Q0 = i | Hj) is a finite
sum of products of the local probabilities, hence it is continuous
with respect to (p1, . . . ,pN ) ∈ [0, 1]2N . Sincew(·) and v(·) are
also continuous, the behavioral utilityU(pNH

,pB) is continuous
on PNH

× PB. Define the honest-response behavioral utility
function (inner problem of (8)) as

J(pB) � max
pNH

∈PNH

U(pNH
,pB), pB ∈ PB. (18)

Then we have the following lemma that provides a result for the
existence of a solution to (18).

Lemma 1: For every fixed pB ∈ PB, the maximum in (18)
is attained and the argmax set is nonempty. Moreover, J is
continuous on PB.

Proof: Fix pB. The map pNH
�→ U(pNH

,pB) is continuous
on the compact set PNH

, hence it attains its maximum by the
extreme value theorem. The continuity of J follows from the
Maximum theorem [22, p. 570], since PNH

is compact and
independent of pB, and U is continuous. �

Given that the inner optimization problem has a solution,
we can now consider the outer problem which concerns the

Byzantine attack strategy (see (8)). The following theorem pro-
vides an existence result for the optimal Byzantine strategy and
characterizes its structure.

Theorem 1: There exists a p�
B ∈ PB such that

V = min
pB∈PB

J(pB) = J(p�
B). (19)

Furthermore, there exists an honest best response p�
NH

∈
PNH

attaining the inner maximum at p�
B. Moreover, each DA

operating point in p�
NH

and p�
B is achievable by randomizing

between at most two single-threshold likelihood-ratio tests as
given in (15).

Proof: By Lemma 1, J is continuous on the compact set
PB, hence it attains its minimum due to the extreme value
theorem, proving existence of p�

B. Existence of p�
NH

follows
from attainment of the inner maximization which was shown
in Lemma 1. The achievability claim follows from the charac-
terization established in the preceding subsection, that is every
operating point in Pn is achieved by a randomized rule of the
form (15), with common false-alarm probability αn and mixing
coefficient λn. Therefore, each coordinate of p�

NH
and p�

B is
implementable by such a rule. For points lying on the NP or
FNP boundary, a degenerate randomization suffices, and one
may take λn ∈ {0, 1} accordingly. �

This completes the theoretical solution of the proposed be-
havioral utility-based min-max problem, establishing both the
existence of optimal strategies and their implementability via
LRT-based decision rules. The optimal operating points can be
found by searching over only two parameters at each local DA
(e.g., via a fine grid search), namely the common false-alarm
level αn, which is shared by the NP and FNP rules, and the
time-sharing parameter λn. This alleviates the need for an ex-
haustive search over all possible decision rules .

IV. NUMERICAL RESULTS AND CONCLUSION

In this section, numerical examples are presented for a dis-
tributed binary hypothesis testing problem with N = 3 local
DAs, one of which is Byzantine (i.e., B = 1 and |NH | = 2),
a fixed k-out-of-N fusion rule at the FC, and equal priors
π0 = π1 = 0.5. The FC rule declaresH1 whenever at leastk = 2
local DAs report a local decision in favor ofH1. Mathematically,
the deterministic fusion rule is given by

q0 = δ
(k)
0 (q) � I

{
N∑

n=1

qn ≥ k

}
. (20)

To compute the FC decision probabilities Pr(Q0 = 1 | Hj)
required for the behavioral utility, we evaluate the Poisson-
binomial tail probability. Letting p

(n)
0 = P

(n)
FA and p

(n)
1 = P

(n)
D ,

we have

Pr(Q0 = 1 | Hj) =
∑
S⊆N :
|S|≥k

(∏
n∈S

p
(n)
j

)⎛⎝ ∏
m∈N\S

(1− p
(m)
j )

⎞
⎠

(21)
where S denotes the subset of DAs transmitting 1. Each local
operating point, whether chosen by an honest or a Byzantine DA,
lies in its corresponding set of achievable points, Pn, induced
by the Gaussian observation model

H0 : yn ∼ N (0, σ2), H1 : yn ∼ N (d, σ2), (22)
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Fig. 1. Operating points of the local DAs. The baseline case with three honest DAs is marked along with the adversarial setting with two honest DAs and one
Byzantine DA. (a) d = 0.5. (b) d = 2.0.

Fig. 2. Behavioral utility versus SNR under different attack scenarios: an
all-honest baseline, a single Byzantine node employing a symmetric flipping
strategy at three different levels (ε = 0.30, 0.50, 0.70), and a single Byzantine
node employing the optimal min-max strategy.

where d controls the local SNR. Unless stated otherwise, d ∈
{0.5, 1.0, 1.5, 2.0, 2.5, 3.0}, and the prospect-theoretic param-
eters defined in (4) and (5) are set to τ = 0.88, β = 2.25,
and θ = 0.70. Also, the utility values in (3) are given by
(u00, u01, u10, u11) = (0.80, 0.25, 0.45, 0.95).

The different operating points are shown in Fig. 1 for d ∈
{0.5, 2.0}. The baseline case is when all three DAs are coopera-
tive, which yields the largest behavioral utility. In the adversarial
case, the two honest DAs operate at distinct points whend = 0.5,
whereas they coincide at the same operating point when d = 2.0.
In both cases, the Byzantine point is close to the lower FNP rule
boundary but does not sit exactly on the boundary. The exact
local decision rules for the adversarial setting when d = 2.0 are
given below. An optimal local decision rule (with false-alarm
rate 0.2652) at each honest DA is given by

δs = 0.9955 δNP
s + 0.0045 δFNP

s , (23)

where

δNP
s (ys) =

{
1, if L(ys) ≥ 0.4747,

0, if L(ys) < 0.4747,
(24)

δFNP
s (ys) =

{
1, if L(ys) ≤ 0.0386,

0, if L(ys) > 0.0386.
(25)

for s ∈ {1, 2} since the honest DAs in this case are operating
with identical rules. The Byzantine DA adopts the operating
point (P (3)

FA , P
(3)
D ) = (0.8629, 0.1825) which is almost exactly

at the lower boundary. Its decision rule is given by

δ3 = 0.0002 δNP
3 + 0.9998 δFNP

3 , (26)

where

δNP
3 (y3) =

{
1, if L(y3) ≥ 0.0152,

0, if L(y3) < 0.0152,
(27)

δFNP
3 (y3) =

{
1, if L(y3) ≤ 1.2056,

0, if L(y3) > 1.2056.
(28)

Note that although in this case the honest DAs are choosing
the same operating point, forcing them to pick identical rules
typically degrades the overall performance [16]. Also in the
baseline case all three points are further away from the boundary
but the presence of a Byzantine node forces the honest nodes to
move closer to the upper NP boundary.

In Fig. 2, we plot the behavioral utility as a function of the SNR
level. To benchmark the proposed approach against traditional
methods commonly used in the distributed detection literature
involving adversarial agents, we include two reference cases.
First, we consider the all-honest scenario, in which all three
DAs are cooperative and no Byzantine DA is present, thereby
providing a performance upper bound. Second, we compare
the proposed strategy with the conventional Byzantine flipping
attack model, in which a Byzantine node flips its local deci-
sion with a prescribed probability. Depending on whether the
flipping probabilities are symmetric or asymmetric, this model
is equivalent to transmission through a binary symmetric chan-
nel (BSC) or binary asymmetric channel (BAC), respectively.
Thus, while formulated as an adversarial attack, this specific
benchmark concurrently provides insight into how channel noise
on an individual link degrades the system’s behavioral utility.
For the present numerical setup, the proposed min-max optimal
Byzantine strategy is significantly more effective in degrading
the performance than the conventional flipping attack strategy
(ε = 0.30, 0.50, 0.70).
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